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The Secu rty Landsca PE IS Tumultuous Russian SolarWinds hackers launch
email attack on government agencies

Cybersecurity
Hackers Breached Colonial Pipeline Using

Compromised Password Microsoft says group targeted more than 150 American and foreign
organisations using USAid account

White-Hat-Hacker finden beim Spital Thun

Estee Lauder Database kritische Liicken

Exposed; Customer Data Not o et Vot 14 Mare 2024 um 08 45
Involved Auch beide Basel von Hackerangriff
auf Software-Anbieter betroffen

Microsoft’s big email hack: What
happened, who did it, and why it
matters

RGN Daten der Stadt Baden von Hackern
im Darknet veroffentlicht

FireEye, one of the world's largest security
firms, discloses security breach

FireEye suspects it was the victim of a nation-state hacking group

Auch beide Basel von Hackerangriff
auf Software-Anbieter betroffen

Auch Stadt Luzern von Hackerangriff
auf Software-Anbieter betroffen

23 Millionen Cyber-Angriffe auf die

Leec'zimet'bf's":ng‘d“5°mwa'e'OF’fe" Stadt Bern in einem Jahr



The State of Cybercrime: key developments

80-90%

of all successful ransomware compromises
originate through unmanaged devices.

A return on mitigation (ROM)

framework is helpful for prioritization
and may highlight actions requiring low effort
or resources but that have a high impact.

Password based
attacks spiked in

PAVPE

Organizations today
face an industrialized
attacker economy

710%

Human-operated

ransomware
of organizations encountering human- attacks
operated ransomware had fewer than 500
employees. are up
more than

200%

L oLl - U

Last year marked a significa nt shift in cybercriminal tactics

With threat actors exploiting cloud computing resources such as virtual machines to launch DDoS attacks.
When hundreds of millions of requests per second originating from tens of thousands of devices constitute
an attack, the cloud is out best defense, due to the scale needed to mitigate the largest attacks

Ransomware Kits Denial of Service Spearphishing for hire
$66 upfront (or 30% of the profit / affiliate model) $766.67 per month $100 to $1,000 (per successful account
takeover)

Stolen Passwords
$0.97 per 1,000 (average)
(Bulk: $150 for 400M)

Compromised PCs / Devices
PC: $0.13 to $0.89
Mobile: $0.82 to $2.78

Attacker for hire (per job)
$250 per job (and up)



What we're seeing in
attack notifications

> Successful identity attacks
> Ransomware encounters

> Targeted phishing attempts leading
to device or user compromise

> Business email compromise

Distribution of top four attack
progression notifications

D

@ 42% Successful 25% Successful

identity attacks targeted phishing

attempts

29% Ransomware @ 4% Business email
=4 encounters compromise (BEC)

Telemetry sources: Microsoft Defender for
Endpoint, Microsoft Defender for Cloud Apps,
Microsoft Defender for Identity, Microsoft
Defender for Office 365, Azure AD Identity
Protection, Microsoft Defender Threat Intelligence
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2" Microsoft security HOW modern phishing emails hide in plain sight ™

Hello finance,
Your password for finance@victimdomain.com expires today
11/09/2023, 21:35:15 AM

You can change your password or keep the current ony be
using the link below

Keep Current Password

Please note: this link expires in 24 hours. Please review
security requirements within 24 hours to avoid interruption.

Microsoft. All rights reserved. (c) 2023

Hello finance,
Your password for finance@victimdomain.com expires today
11/09/2023, 21:35:15 AM

You can change your password or keep the current ony be
using the link below

Keep Current Password

Please note: this link expires in 24 hours. Please review
security requirements within 24 hours to avoid interruption.

Microsoft. All rights reserved. (c) 2023

Hello finance,
Your password for finance@victimdomain.com expires today
11/09/2023, 21:35:15 AM

You can change your password or keep the current ony be
using the link below

Keep Current Password

Please note: this link expires in 24 hours. Please review
security requirements within 24 hours to avoid interruption.

Microsoft. All rights reserved. (c) 2023 [

Increasing complexity to detect

v



2" Microsoft security HOW modern phishing emails hide in plain sight ™

Hidden, zero-width letters added to break up keywords that
might otherwise have been caught by a basic content filter.

- = Il ~otitication 1 new CAller=43971 - Message (HTML)

Q@ Teil me what you want to do

l Unsafe Attachments &1

You have 1 new voic e message from

Audio 1:46 Mp3
Recerved 2:55 AM, 21 Jul 2021
Sender

Liste n to the voice message in the attachment.

"Content-Type" t="text/html

<p><b>You spar
“font-size:0px;color:transparent™>pcuz</: ave 1 new voicc<spar
"font-size x;color:transparent™>pcuz</s e messa<sp
“font-size:@px;color:transparent™>pcuz i»ge from NG </b></p> & :
yan st "font-siz px;color:transparent”>pcuz</sp io 1:46 Mp3.</p p>Recei<spa

2021</¢ Se<spa
“font-size:@px;color:transparent”>pcuz nder— 1> <p><b>Liste<spa
“font-size:0px;color:transparent”>pcuz</span>n to the voic<span
“font-size:0px;color:transparent”>pcuz</s »Ce messag<span
"font-size:0px;color:transparent”>pcuz e in the attachme<span
"font-size:0px;color:transparent™>pcuz</span>nt.</b>< div od

"font-size:8px;color:transparent™>pcuz</span>ved 2:55 AM, 21 Jul

Attackers using HTML tables to imitate the logos and branding

of trusted organizations.
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Action Required: Expiration Notice On

Q) e

I, --
I l."ﬁ | Office365
«--!

Hello,

The password for will expire today 4/132021

You can change your password of keep using the same one

Keep My Current Password

SERVICE SUPPORT

Action Required: 3 Pending Messages sent 7/5/2021
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NEW FAX NOTIFICATION
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Recipient

You have 3 Fax Document

Color Value

112,173,71)

#ffcose

Attackers morph the
way they reference table
the colour, or slightly
changing the colour
values to try and
evade detection.




How can we
protect against
9998 of attacks?

How effective is MFA at deterring
cyberattacks? A recent study based on
real-world attack data from Microsoft
Entra found that MFA reduces the risk
of compromise by 99.2 percent.*

Enable multifactor
authentication (MFA)

Apply Zero

Trust principles

Basic security hygiene . Use extended detection and
still protects against. response (XDR) and antimalware
99% of attacks,

Keep up

to date

Protect

data

—a < Outlier attacks on the bell curve make up just1% ——— g
== | H
m Microsoft *Source: https://arxiv.org/abs/2305.00945



$20B +

IN revenue

“Security is our top priority and we are committed to working
with others across the industry to protect our customers.”

Satya Nadella, Chief Executive Officer, Microsoft Corporation

1M 120 Continuous $20B
customers countries Innovation of investment
commitment
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Innovation
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We need to use the
latest innovations,
such as Al, to
supercharge our

cyber defense.

U

Three key lessons

-
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Partnerships

s

We need to work
together with all
stakeholders — be
they public or
private.
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Skills

(—

i

According to
LinkedIn data, EU
cyber skills demand
is up by 22%. A clear
skills gap is here.

/




Governments,
Corporations
and Citizens are
asking for

4 things....

L
3

Help us be more secure

Assessing your current security landscape, reviewing architecture
and capabilities to recommend future state solutions

Lower our TCO

A safe and rapid migration

Ongoing proof of value
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The Microsoft advantage

\

Large-scale data Most complete, integrated, Industry-leading
and threat intelligence end-to-end protection responsible and secure Al



Attackers have an asymmetric advantage

Ever-expanding

attack surface
1in 3 open Use of Al
cybersecurity jobs by attackers
Growing number of Fragmented
threat groups security tools

Attackers

100T

daily signals synthesized
Defenders



Microsoft tips the scale in favor of defenders

Large-scale data End-to-end
and threat intel protection
Attackers
Best-in-class Integrated
Best-in-suite generative Al

Defenders
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Simplify Vendor Savings on Automation

Management & Process Improvements
Consolidate security with Microsoft’s Safeguard your multi-cloud resources and provide your
cost-effective solution organization with secure access for a connected world
Replace up to reduced risk of material breach 60%

5 O \ less time to investigate threats 6 5 %
Products Categories

less time responding to threats with

Microsoft Sentinel, Microsoft 365 Defender, 8 8 %

e ) and Microsoft Defender for Cloud’
O built in Cloud Security Posture Management
Al e s T A elelTe reduction in noise, elevating the most 900/
critical issues with Microsoft Sentinel* (0
Ub to less time spent monitoring potential 9 60/
P suspicious activity with Microsoft Purview3 (0

6 2 % savings with Microsoft 365 E5 Security
and Microsoft 365 E5 Compliance' million additional end user productivity from

automation and process improvements in $1 O . 5

Microsoft 365 Defender?
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Current state

...how customers solve it today
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N+ 1 week

Gap Use case Analysis
protect/detect

. Create content
10C upload
Defender, . .

ATP )
Windows 10 Define
Baseline

Defense
Team

GAP Use case
Analysis

CASB
Define Baseline

protection/detection
Discovery

N+ 3 week

Current
State

ON par definition

. protection/
detection N
Process Identification Process optimalisation pilot
Cyber %‘
Process definition Analyst Training SIEM Integration SOAR integration
Threat
protection/detection

Z-scaler connect
Firewall/ Proxy

N+4 week

Technical enablement
Partner .
’ Microsoft

Test* glot .
Customer
® —

Pilot Automation
preparation*
Unified
) Support
Automation Microsoft
Threat o

Protection

MIP protection

Ping Cloud App proxy
AAD (Conditional Access) MC data DLP cloud
Out of scope Out of scope

N+8 week

0365 API Integration

N+5 week

Safe & Rapid Migration

Future
state

MSFT/ MSFT Programs

Skilled
Resources

Customers

Partners
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Customers need to A aws

find, catalog and & e Saas
secure data, apps, %/
identities, users

and devices
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 Movement of data, apps, denties ]  Movement of data, apps, denties
and dev cross environments N~ T A and dev cross environments N~ — —




Simple Mistakes Open Doors

Applications

Q Brute force account or use Attacker exfiltrates
stolen account credentials Attacker collects sensitive data

RN

Qhishing

il
mai et

attachment

— 0

Click a URL
h Exploitation =~ Command

and installation and Control

J = @

Browse to User account Attacker compromises Domain is Services stopped  Files encrypted on
a website is compromised a privileged account compromised and backups deleted additional hosts

RI— A — L ® |— &t

Email Endpoints Identities Workloads




Protection across the entire kill chain .« oefender for cioud, coud apps

Defender External Attack Surface

Q Entra Permissions Management

4

RN

RlI=— A—> Lz &) |—
& Endpoints @ Identities | @ Workloads
ol wl . Defender for Endpoint, gl - Defender . . wl = Defender for Cloud, Servers,
Defender for 365 Antivirus, XDR p Entra ID Fer it Sentinel Storage, Containers
. Sentinel Microsoft Intune

Uncover the attack end to end and take action to completely evict the attacker.



We lead with end-to-end protection

Cloud g Microsoft

f' ‘ ~ Microsoft

Sentinel

dWS  SaaS
~—

‘\ Microsoft
Entra

Microsoft Security Experts

- Microsoft

Purview

Microsoft
Priva

Microsoft

Device
OSs

’

AAN
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Microsoft Digital Defense Report 2023

Thank You




	Default Section
	Folie 1: Infinigate Microsoft
	Folie 2: The Security Landscape is Tumultuous
	Folie 4: The State of Cybercrime: key developments
	Folie 5: What we’re seeing in attack notifications
	Folie 6: How modern phishing emails hide in plain sight
	Folie 7: How modern phishing emails hide in plain sight
	Folie 8
	Folie 10
	Folie 11
	Folie 12
	Folie 13
	Folie 14
	Folie 15: The Microsoft advantage
	Folie 16: Attackers have an asymmetric advantage 
	Folie 17: Microsoft tips the scale in favor of defenders
	Folie 18
	Folie 19
	Folie 20
	Folie 21
	Folie 23
	Folie 24
	Folie 25
	Folie 26: Simple Mistakes Open Doors 
	Folie 27: Protection across the entire kill chain
	Folie 28

	Untitled Section
	Folie 29


