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21k BEC
2.3k Ransomware
Complaints filed in 2022 (FBI) 2

>20k
AiTM attacks in 20231

BEC: $45B
2016-2022 losses2

$265B
Annual projected losses to 
Ransomware by 20312

1. Microsoft Security Research
2. FBI, Internet Cybercrime Report. 2022
3. Nivedita James, Astra, 100+ Ransomware Attack Statistics 2023: Trends & Cost. August 2023

https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf
https://www.getastra.com/blog/security-audit/ransomware-attack-statistics/#:~:text=Ransomware%20attacks%20have%20risen%20by%2013%25%20in%20the,attacks%20globally%20in%20the%20first%20half%20of%202022.


Attack disruption at machine speed 



Under the hood

99%+ 
confidence



How Microsoft 365 Defender takes XDR-automated 

actions to stop BEC attacks



How Microsoft 365 Defender takes XDR-automated 

actions to stop 



Example of multi-product detection

MDE Device 

network 

connection on 

port 443 to IP 

u.x.y.z

Entra ID sign in from IP 

u.x.y.z

MDO User click

• Correlates risky sign-in signal from Entra Identity Protection to commonly used appIDs with 

network connection to the same IP address and Microsoft Defender for Office 365 url click event 

in close time proximity



Attacker

Successful sign-in 

with MFA from IP 

address 1.2.3.4

User opens the 

attachment. User’s 

device connects to 

the IP address 

1.2.3.4

User receives 

phishing email with 

.html attachment

Sign-in with the 

stolen cookie from 

IP address 4.3.2.1

Mailbox recon Creation of 

inbox rule that 

moves email 

with specific 

subject to 

“Conversation 

History” folder 

and marks them 

as read

Deletion of sent 

email from Sent 

Items

Email sent to 

accounts payable 

team asking for 

immediate 

payment of 

outstanding 

invoice

Accounts payable 

team asks for 

some clarification

Attacker sends the 

reply to Accounts 

payable

SOC resets victim’s 

password

2022-10-07 

1:05PM

2022-10-07 

1:13PM
2022-10-07 

1:12PM

2022-10-07 

3:30PM

2022-10-07 

3:30PM- 4:30PM

2022-10-07 

4:35PM

2022-10-07 

4:36-4:37 PM
2022-10-07 

4:55 PM

2022-10-07 

5:15 PM
2022-10-07 

6:30 PM

AAD IP alert: 

“Unfamiliar sign-in 

properties”

M365D alert: “BEC 

fraud attack”

M365D disables the user 

account  

BEC – Potential successful disruption 

Logistics customer - US

M365D alert: 

“Suspicious network

connection to AitM

phishing site”

M365D disables the user 

account  

Attack could have 
been 
automatically 
stopped here.Or here



Attacker

User clicked on 

malicious URL:

https[:]//tracker[.]cl

ub-os.com

M365D alert: 

“Risky sign-in after 

clicking a possible 

AiTM phishing 

URL”

Phishing email 

received with link 

pointing to AiTM

STORM-1747 

(Tycoon) phishing 

link

2024-03-08 9:21AM 2024-03-08 9:41AM

Successful sign-in IP 

address: 50.xx.xx.36 

(MFA: OneWaySMS)

2024-03-08 9:42AM

User clicked on 

malicious URL:

https[:]//tracker[.]cl

ub-os.com

Successful sign-in IP 

address: 78.xx.xx.173 

(MFA: OneWaySMS)

2024-03-08 9:43AM

2024-03-08 9:43AM

Medium sign-in risk High sign-in risk

2024-03-08 9:59AM

User account 

disabled in EntraID

(after sync from 

local AD)

2024-03-08 10:15AM

Swedish construction company



Pre-requisites

Disruption is enabled by default, but more Defender products deployed, the better.

Action pre-requisites:

• Microsoft Defender for Identity (for hybrid users)

Detection pre-requisites:

• Microsoft Defender for Cloud Apps (important for BEC detections)

• Microsoft Defender for Office 365 (important for AiTM)

• Microsoft Defender for Endpoint (important for HumOR and AiTM

• Entra ID P1 (all)



1. Business Email Compromise (BEC) – Financial Fraud

2. Human Operated Ransomware (HumOR)

3. Adversary in the Middle (AiTM)

4. Account compromised by a known threat actor

5. A user account compromised by a credential guessing or stuffing 

attack

6. SAP process manipulation

7. IaaS cloud resource abuse

Current disrupt attack scenarios



Attack disruption expansion



Attack disruption expansion 



Demo



Supported automated response actions



Disable user in Active Directory

 Leverages Defender for 

Identity

 Prevents on-premises log-in

 Identity status is synched to 

AAD

Supported Actions



Contain unmanaged device
 Enforces a policy that blocks 

incoming/outgoing communication 

with suspected devices

 If a contained device changes its IP 

address, containment is updated 

accordingly.

Supported Actions



Supported Actions

 Any device enrolled to MDE will block attempts to 

initiate interactive sessions, modify files, pass WMI 

commands, create scheduled tasks, and other 

potentially malicious activities from a remote machine

 Blocks lateral movement techniques such as remote 

execution, and network-level exploitation (PSexec, 

RDP, SMB and more) 

 Granular to maximize productivity

 Decentralized by design to reduce attack surface

Contain user



Future response actions – work in progress

Cloud identity actions, e.g., disable user in EntraID (directly)

Delete email (e.g., for BEC attacks)

Disable oAuth application (e.g., app consent phishing case)



Can we collaborate? Please reach out!

Eyal Haik - eyalhaik@microsoft.com

Pawel Partyka – ppartyka@microsoft.com

Thank you. Questions?

mailto:eyalhaik@microsoft.com
mailto:ppartyka@microsoft.com

